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INTRODUCTION
Bring﻿ Your﻿ Own﻿ Device﻿ (BYOD)﻿ refers﻿ to﻿ the﻿ provision﻿ and﻿ use﻿ of﻿ personal﻿ mobile﻿ devices﻿
(smartphones,﻿ tablets﻿ or﻿ laptops)﻿ by﻿ employees﻿ for﻿ both﻿ private﻿ and﻿ business﻿ purposes.﻿ This﻿
phenomenon﻿reflects﻿a﻿growing﻿“consumerization”﻿trend﻿in﻿information﻿technology﻿(IT),﻿i.e.,﻿the﻿
adoption﻿in﻿a﻿work﻿context﻿of﻿consumer﻿market﻿technologies﻿(Harris﻿et﻿al.,﻿2012;﻿Jarrahi﻿et﻿al.,﻿2017).﻿
An﻿ increasing﻿number﻿of﻿ companies﻿ around﻿ the﻿world﻿ are﻿being﻿ confronted﻿with﻿BYOD,﻿ as﻿ the﻿
worldwide﻿market﻿could﻿represent﻿$318﻿billion﻿by﻿2022﻿(Research﻿and﻿Markets,﻿2017).﻿Thus,﻿BYOD﻿
is﻿of﻿particular﻿interest﻿in﻿that﻿it﻿is﻿said﻿to﻿increase﻿employees’﻿motivation,﻿satisfaction,﻿innovation,﻿




Several﻿studies﻿have﻿ investigated﻿security﻿and﻿privacy﻿ issues﻿related﻿ to﻿mobile﻿device﻿use﻿ in﻿









Journal of Global Information Management







problem-focused﻿coping﻿ strategies),﻿which﻿ is﻿ separated﻿ into﻿ two﻿streams:﻿ ISS﻿policy﻿compliance﻿



































The﻿main﻿ theoretical﻿contributions﻿of﻿ this﻿paper﻿are﻿ its﻿ adaptation﻿of﻿ the﻿CMUA﻿to﻿ the﻿ ISS﻿
context﻿and﻿the﻿identification﻿of﻿significant﻿effects﻿of﻿perceived﻿behavioral﻿control﻿and﻿ISS﻿concern.﻿
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(PMT),﻿ that﻿have﻿become﻿very﻿popular﻿ in﻿ ISS﻿(Lee﻿&﻿Larsen,﻿2009;﻿Moody﻿et﻿al.,﻿2018).﻿More﻿





Previous﻿ research﻿ investigated﻿ the﻿ determinants﻿ of﻿ engaging﻿ (or﻿ not﻿ engaging)﻿ in﻿ protective﻿
behaviors﻿(problem-focused﻿strategies).﻿However,﻿none﻿of﻿the﻿previous﻿studies﻿using﻿coping-based﻿
models﻿ explain﻿ what﻿ happens﻿ when﻿ an﻿ individual﻿ does﻿ not﻿ exert﻿ protective﻿ behaviors﻿ (emotion-
focused﻿strategies)﻿or﻿compare﻿emotion-focused﻿with﻿problem-focused﻿strategies﻿in﻿a﻿unique﻿model﻿
(see﻿Appendix﻿F).﻿Consequently,﻿it﻿has﻿become﻿necessary﻿to﻿formulate﻿another﻿framework.
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Primary Appraisal of a Threat
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Secondary Appraisal: Perceived Behavioral Control and Coping Strategies
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(Google,﻿ 2018).﻿ Germans﻿ and﻿ English﻿ people﻿ are﻿ also﻿ very﻿ concerned﻿ about﻿ this﻿ issue:﻿ France,﻿





































HYPOTHeSeS DeVeLOPMeNT AND CONCePTUAL MODeL





countermeasures﻿ (Tu﻿et﻿ al.,﻿ 2015).﻿Conversely,﻿ higher﻿perceived﻿ threats﻿negatively﻿ influence﻿ the﻿
adoption﻿of﻿emotion-focused﻿(self-preservation)﻿coping﻿strategies﻿(Workman﻿et﻿al.,﻿2008).﻿Therefore,﻿
we﻿propose﻿the﻿following﻿hypotheses:
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Secondary Appraisal: Impact of Perceived Control
When﻿a﻿situation﻿is﻿perceived﻿as﻿threatening,﻿the﻿available﻿coping﻿strategies﻿create﻿two﻿alternatives﻿
(Beaudry﻿&﻿Pinsonneault,﻿2005;﻿Moser﻿et﻿al.,﻿2011):﻿High﻿levels﻿of﻿perceived﻿control﻿over﻿information﻿

































personal﻿ information﻿ security﻿ concern﻿ will﻿ (a)﻿ positively﻿ moderate﻿ the﻿ relationship﻿ between﻿
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The﻿ survey﻿ involved﻿ employees﻿ currently﻿ using﻿ or﻿ planning﻿ to﻿ use﻿ their﻿ own﻿ tablet,﻿ laptop﻿ or﻿
smartphone﻿in﻿work﻿settings.﻿The﻿details﻿of﻿the﻿variables﻿and﻿items﻿used﻿in﻿the﻿questionnaire﻿can﻿be﻿
found﻿in﻿Appendix﻿A.﻿Those﻿items﻿were﻿first﻿discussed﻿during﻿three﻿professional﻿workshops﻿conducted﻿












Figure 1. Research model (dotted arrows: moderating effects)
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The﻿ second-order﻿ construct﻿ BYOD-related﻿ threat﻿ is﻿ modeled﻿ as﻿ reflective-formative﻿ (Tiwana﻿ &﻿
Konsynski,﻿2010).﻿The﻿two-stage﻿approach﻿results﻿into﻿weights﻿corresponding﻿to﻿the﻿path﻿coefficients﻿
between﻿the﻿first-order﻿constructs﻿and﻿BYOD-related﻿threat﻿(Hair﻿et﻿al.,﻿2018,﻿p.﻿55).﻿They﻿exhibit﻿

















Effects of Control Variables (Appendix C)
Age﻿has﻿no﻿effect﻿on﻿the﻿chosen﻿coping﻿strategies.﻿Men﻿tend﻿to﻿adopt﻿more﻿disturbance﻿handling﻿
strategies﻿than﻿women﻿(β﻿=﻿0.12*),﻿in﻿line﻿with﻿the﻿expected﻿effect.﻿Education﻿(β﻿=﻿-0.20**)﻿is﻿a﻿
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First,﻿ several﻿ a﻿ priori﻿ procedural﻿ remedies﻿ were﻿ used﻿ (Podsakoff﻿ et﻿ al.,﻿ 2012),﻿ including﻿
improvements﻿to﻿scale﻿items﻿through﻿pretests﻿to﻿eliminate﻿ambiguities﻿and﻿mixing﻿Likert﻿scales﻿with﻿
several﻿yes/no﻿questions﻿or﻿multiple-choice﻿questions.












Figure 2. R2 for the dependent variables
Figure 3. Results and significance of path coefficients4; *** p < 0.001, ** p<0.01, * p<0.05
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Whole Sample Analyses (N = 223)























Figure 4. Variable effects, hypotheses validation and security paradox
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Figure 5. Interaction plots for high (+1 SD) and low (-1 SD) information security concern
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Note﻿that﻿a﻿subgroup﻿analysis﻿based﻿on﻿education﻿did﻿not﻿provide﻿any﻿significant﻿results.




















enabled﻿ Australian﻿ university﻿ (Dang-Pham﻿ &﻿ Pittayachawan,﻿ 2015).﻿ Their﻿ study﻿ highlights﻿ the﻿


























Journal of Global Information Management


















































Journal of Global Information Management
Volume 28 • Issue 2 • April-June 2020
16
CONCLUSION
This﻿ paper﻿ aimed﻿ at﻿ better﻿ understanding﻿ coping﻿ strategies﻿ stemming﻿ from﻿ threats﻿ perceived﻿ by﻿
employees﻿concerning﻿the﻿ISS﻿of﻿their﻿personal﻿data﻿in﻿a﻿BYOD﻿context.﻿The﻿research﻿model﻿was﻿
built﻿on﻿the﻿threat﻿appraisal﻿part﻿of﻿the﻿CMUA,﻿complemented﻿with﻿the﻿PMT,﻿to﻿provide﻿insights﻿


























direction﻿ and﻿ obtaining﻿ comparisons﻿ between﻿ France﻿ and﻿ other﻿ countries﻿ when﻿ studying﻿ coping﻿
strategies﻿in﻿the﻿context﻿of﻿BYOD﻿and﻿personal﻿ISS.
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6﻿﻿ Subgroups﻿are﻿smaller﻿because﻿values﻿close﻿to﻿the﻿average﻿value﻿of﻿ISS﻿concern﻿were﻿removed.
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APPeNDIX A: QUeSTIONNAIRe AND DeTAILeD CONSTRUCTS
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APPeNDIX B: MeASUReMeNT MODeL ANALYSeS
Table 1. Construct reliability and validity and inter-construct correlations
Squared root of AVE in bold, along the diagonal.
DVs: Dependent variables, IVs independent variables,
LOCs: Lower order constructs, forming the “Threat” higher order construct (HOC).
Table 2. Discriminant validity: HeteroTrait-MonoTrait ratio of correlations (HTMT)
CVs = Control variables
Journal of Global Information Management
Volume 28 • Issue 2 • April-June 2020
25
APPeNDIX C: BOOTSTRAPPING ReSULTS FOR PATH COeFFICIeNTS
Table 3. Discriminant validity: Cross-loadings
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APPeNDIX D: SeCOND-ORDeR CONSTRUCT ASSeSSMeNT


















APPeNDIX e: COMMON MeTHOD BIAS ASSeSSMeNT
Highest﻿squared﻿correlation:﻿0.1542﻿=﻿2.37%
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The﻿ two﻿constructs﻿ added﻿by﻿Rogers﻿ (1983)﻿permit﻿ an﻿assessment﻿of﻿ the﻿ threat﻿ appraisal﻿ that﻿ is﻿
missing﻿from﻿the﻿CMUA.
Because﻿ it﻿ is﻿ exclusively﻿problem-focused,﻿ the﻿PMT﻿does﻿not﻿permit﻿ an﻿explanation﻿of﻿ the﻿ self-
preservation﻿strategies﻿(emotion-focused).
Figure 6. The coping model of user adaptation: adapted from Beaudry and Pinsonneault (2005)
Figure 7. The protection motivation theory: Adapted from Rogers (1983)
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